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uTOK Technology Overview
Introduction:

This document describes the technology behind the major components of the uTOK system. It is intended to give a general overview of the technology and outlines the solutions that were chosen. More detailed information about each module and class are found in the specific documentation libraries.
The document separately describes four parts of uTOK:

1. Client software
2. Server software and hardware setup
3. Protocol
4. uTOK web-site
Contact Information:
For Technical Matters
Yariv Zur, Vice-President of Research and Development
uTOK, Ltd
Klal Building, 17th Floor, 5 Druyanov Street
Tel Aviv, 63143, Israel
Tel: +972 3 6208188
Cell: +972 54 686896
Fax: +972 3 6208190
vlvl@utok.com
For Business Matters
Benjamin Herzberg, Vice-President of Business Development and Sales
uTOK, Inc
580 Howard Street, Suite 404
San Francisco, CA, 94105, USA
Phone: 415 - 495 8414
Cell:  +1 917 - 497 9710
Fax:  +1 415 - 495 8412
benjamin@utok.com
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The uTOK Client

      


Technological Goals:
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Stability.
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Compatibility with all Windows platforms (Win95/98/NT/2000)     
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Functionality with the maximum number of commercial browsers and IRC clients.
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Easy porting to UNIX/Linux, Mac-OS. 
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Support for Multiple Languages (UNICODE)



General architecture: 
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Object Oriented Design ( Allows for easy upgrade of the application and easy components adds ( in (search box, buttons, new features, etc…).
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Entirely written in C++ ( Fast, efficient, stable.
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Compiled with Visual Studio 6, using MFC ( Standard development environment, powerful libraries.
 Multithreaded program:
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Main program thread for UI and flow control.
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Browser / IRC control thread for extraction of URL and control of browser.
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Unlimited number of communication threads for simultaneous communications.
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The uTOK Client
Module description:
Browser Control Thread:
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Uses DDE technology calls to “NETSCAPE”, “IEXPLORE”, “MIRC”, “PIRCH” to determine which is running. DDE calls are supported by Netscape 3+, Explorer 3+, Opera (A more specific document describing which browsers uTOK supports is available upon request). In version 4.0, a module interacting through COM with Explorer 5+ will be implemented.
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Extracts current “Location” (URL or chat-room name) from topmost window.
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Simplifies the URL (removes leading “http://”, trailing “index.htm” etc.).
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Notifies the UI thread of any change in location or active browser / IRC by means of a User-Defined Windows Message.
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Takes into account whether the user is working in “Site Mode” or “Page Mode”.
User Interface Thread:
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Loads user files (see Client Side Database below).
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Launches the Browser Control Thread.
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Functions according to user input / Browser Control Thread messages.
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Interfaces the GUI Module.
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The uTOK Client
Communication Thread:
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Written in C++ using WinSock based on Berkeley Sockets – Portable, Time-efficient code, which enables low-level optimization.
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Multithreaded – A Separate Thread for each communication request – Allows for synchronous multiple requests and does not delay User Interface.
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Standard HTTP Layer – Works anywhere a web-browser functions 
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Client/Pull architecture over standard ports – Transcends Firewalls and Network Security.
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HTTP Proxy Server support.
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Supports both the uTOK Client-Server protocol, and the downloading of images from an FTP server (used for partner logos).
GUI Module:
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The GUI module is implemented in a separate DLL, which can be replaced at any time.
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The module implements a Free-Form ‘skinning’ of uTOK, enabling the usage of any standard windows bitmap as the uTOK main interface.
Client-side Database:
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 Custom-made database that holds information detailing (
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The status of each note the user read (did the user vote or rate, which comments did they read, etc…).
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The last note ID the user saw for each URL (to identify “New” notes).
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Statistical information about the use of uTOK by this user.

Partner Package:
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COM Object encapsulating all the client customization available for the partner.
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Automatic updating from the web-server of changes.
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Updating of package is done in the background, through small files, preventing high-bandwidth usage.
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The uTOK Server
Goal:
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 Availability and fall tolerance.
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 Scalability.

General architecture:
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 Application server software written for an open-source UNIX OS (Posix).
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 Currently runs on SUN Solaris machines.
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 Application server written in C, based on well-tested public code for 

    web server.
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 Database server runs Oracle 8.1.6.
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Distributed Application Server Architecture: 

The first communication of each client is sent to the Routing Server (“Dispatch Server”). The Routing Server decides (according to the load on each of the Application Servers) which Application Server will serve that specific client. From this stage on, the client works directly with the given Application Server.
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The uTOK Server
Load Handling:

Database splitting: If necessary, the database can be split into disjointed Database Servers, each holding part of the information. The split will be done according to the URL index. A separate Database Server can be set up for user information, thus reducing the load on the notes Database Servers
Note Search Mechanism:
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 In order to implement the uSearch feature (Searching text on notes 

                     throughout the uTOK system), we are using Oracle’s “ConText Option”  

                     search product.
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 The same product is used by major sites, such as CNN.com
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 Supports multiple language filtering and in the future may support 

                    Audio and Video, if necessary.
Maintenance:
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 A small service runs constantly and checks the status of both the 

         uTOK server and the uTOK web-site server.
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 If a failure is detected – the service notifies key personnel in the 

                    development team through SMS messages to their cell-phones.
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 The service uses a DFA algorithm to identify the type of the problem  

                     – Server, Web, Communication, Hardware.
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 There is a trained developer on call to handle server problems at all   

                     times.
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The uTOK Protocol
Goal:
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 Security.
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 Speed.
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 Seamless work across Firewalls and Proxy Servers.
General architecture:
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 HTTP protocol (TCP/IP) ( Stable, acknowledged protocol, works   

                  across Firewalls and Proxy Servers.
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 Custom tailored, space efficient internal protocol – Saves bandwidth 

                     and allows for protocol encryption.
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 Client does not open any other ports for listening ( It is impossible

     to penetrate user’s machine (similar to visiting text-only web pages).
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The uTOK Website
Goals:
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 Serve as a promotional tool for uTOK Inc.
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 Service the uTOK community.
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 Enable partners to manage their communities.
General Architecture:
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 The uTOK web site is using Allaire’s Cold Fusion Server, enablingus  

                     to create dynamic web pages based on pre-defined templates.
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 The site is connected to the uTOK database through direct queries   

                     using Oracle’s Client software.
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 The site can perform any operation that the uTOK client can, using a    

          special DLL that implements the uTOK protocol.
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 The web-server is operated by two machines, which load-balance  

                     between themselves.

	Hardware

uTOK web 1
- Compaq Proliant 800

- PII 450 Processor

- 2 x 9.1 GB Ultra Wide SCSI, 

  10K rpm disks

- 256 MB RAM

- 2 NICS


uTOK web 2
- Compaq Proliant 1600

- PIII 550 Processor

- 256 MB RAM 

- 2 NICS

- Redundant power supplies

- Smart 221 RAID controller

- 4 x 9.1 GB disks, 3 in RAID 5 

  configuration, one hot spare.


Software
- NT server 4.0 with service

  pack 3 (not service pack 4+  

  since the IIS does not support 

  this version)
- MS IIS 4.0 (only the www 

  service is active – port 80)
- Allaire Cold Fusion 4.0
- Bright Tiger ClusterCats
- Oracle client version 8.01+
- Symantec PcAnyWhere 8.0
- WebTrends log analyzer
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